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Disclaimer
This collection of short stories contains examples which at times originate
from a business context. These have usually been constructed by taking bits
and pieces of real-life examples. Subsequently my imagination has added
many twists and turns to highlight the point the example aims to make.
As a result, every resemblance with single real-life examples that the reader
may believe to recognize constitutes an example of the illusory bias. If the
resemblance is strong, it is co-incidental.
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SECRETS ARE SPILLED ALL AROUND US
Revelation upon revelation hits the press in the early spring of 2017. Leaks
have always been there but, in today’s post-truth world, the frequency of
leaking looks to hit all-time-high levels. Clearly, Wikileaks, with its colorful leader Julian Assange, has already been around for some time. Edward
Snowden’s spilling of NSA-secrets is already old news and so are the secrets
brought to light by Bradley/Chelsea Manning. Having said this, the frequency of appearance of new leaks during the first months of the Trump
administration really feels high. Thinking about this, some questions came
to my mind:
• What is a secret?
• What is the purpose of spilling secrets that makes spilling so popular?
• Why are secrets so hard to protect?
• Who are those that are inclined to spill secrets and why do they do it?
Below I will address the first two questions superficially. The third question I will discuss in a separate, related short essay. The fourth question is the
focus of this essay. So: what is a secret?

SECRETS ARE MEANT TO HIDE TRUTHS THAT HURT WHEN
REVEALED
A secret may be simply defined as a (set of ) data point(s) that a party tries to
keep other parties from knowing. The data point may range from the most
sophisticated software algorithm to encrypt wireless communication to the
simple fact that you stole an apple. In both cases, the data point is kept secret
to prevent loss. In the case of the algorithm, encryption by definition ends
when everybody can know your encryption key. In the case of the apple,
the secret is aimed to protect you from the punishment that may inevitably
follow upon the crime.
The above consideration brings us closer to why revealing other party’s
secrets currently seems so popular. Losing a secret by definition hurts the
holder of the secret. In today’s polarized and unstable political climate, interests vary widely between different individuals and parties. The hunting for
and the leaking of the other party’s secrets in the currently revitalized cold
war thus seems to have a similar purpose today of what mutual artillery
barrages had in trench warfare. We shoot to destroy assets or reputations,
because we know the other party equally harshly does the same.
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In the Great War we fired grenades, today we feed the press with the
other party’s secrets. Today is a bit less bloody perhaps, but probably just as
mean.
As an interim conclusion: it seems secrets are painful to lose. Making the
other party lose its secrets is apparently a form of 21st century (information)
warfare. In this way we may stick to the tried-and-tested definition of Karl
von Clausewitz on warfare1: making others lose secrets is an instrument of
warfare: the continuation of politics with other means. To stick to our metaphor, we may rephrase our fourth question into: what soldiers do we see
in this war?

A PARADOX: LEAKS ARE OFTEN INSIDE-OUT, NOT OUTSIDE-IN
At this stage we need to make a critical split in our thinking. Secrets may
in principle be lost in two ways: inside-out or outside-in. I would define
outside-in as a party that sends a collector to illegally obtain another party’s
secret. This activity is commonly referred to as espionage, with the collector
being usually referred to as spy. Once a spy has obtained an adversary’s secret, the secret may be revealed or used against the adversary when it hurts
most. Spies, however, rarely act alone. Spies need helpers. These helpers may
simply provide spies with secrets, e.g. in exchange for cash. Such helpers
we normally call traitors. When a traitor entirely switches sides we tend to
call them defector. In some cases, a defector switches sides without any preliminary incentive having been provided or any prior prompting by a spy2.
When a defector after switching reveals secrets to his new party, I would call
it an inside-out loss of secrets.
When studying the world’s history, there are plenty of stories about how
spies stole secrets. In reality, however, it seems that a lot of spying generates
a low yield, unless a helper has pro-actively presented itself, either sticking
in his position with access to secrets that he offers regularly or in a one-off
defection whilst carrying the secrets.
So often, truths from military history also apply in business. Traitors
and defectors together cause the majority of trade secret losses. In spite of
all cybercrime, almost 60% of information security professionals pinpoint
in a 2014 survey to current or former employees as the most likely source of
accidental or intentional leaks3.
The question now is not what drives spies. No matter how we ethically
view their profession, they serve their own side, being prepared to do dirty
8
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work in the interest of their side. Thus, spies are not interesting. What is
interesting is why traitors and defectors do switch sides. What are their drivers to do so? These two questions ladder up to the secrets keeper’s ultimate
benefit: how can we prevent our people to betray or defect us?
The answer to the last question is also where the link to my business and
work experience comes in. When in a business setting we love our trade
secrets, how can we prevent our colleagues (and ourselves!) to feel the urge
to leak them?
We have now seen the relevance of leaks in the 21st century information warfare and relatedly the number of spies around to happily receive
secrets from inside-out sources. As a way to discover protection measures I
decided to revisit 1980s cold war studies on the psychology of defectors to
find insights on this that are neither new nor secret. Here’s what I found.

MONEY, REVENGE OR SHAME GENERALLY DRIVE DEFECTORS
Defectors in business and in the military tend to have one of three motives
for leaking (trade) secrets 3, 4:
• Money: the knowledge that (trade) secrets can be sold to an adversary
• Revenge: the knowledge that leaking (trade) secrets hurts their fomer
employer: as a way to pay back for some kind of perceived slight
• Shame: to prevent the adversary to leak compromising information
on the defector
In military intelligence, the acronym MICE is used to characterize
motives of defectors: Money, Ideology (= in business: revenge), Compromise and Ego (which may drive a desire for money).
Most defectors move pro-actively. They tend to be driven by either
money or revenge. Staff that have been compromised and in return after
being coerced start to leak secrets tend to be more common in the military
than in business. In a military or diplomatic context, such defectors are
often the victims of honey-traps: sexual escapades which have been recorded
etc. The use of compromising materials to coerce individuals to leak secrets
is also out of scope here.
Revenge-driven defectors are the most committed ones to hurt their (former) employers but they are not so common in business. Still, people that
perceive to have been done wrong can, upon leaving their employer, take a
lot of trade secrets with them… Money, however, is the most common driver.
9
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In the 1580s, the Anglican intelligence officer William Parry who served
Queen Elizabeth I defected to England’s Catholic enemy the Holy See. His
motives were debt (so the need for money), his desire to impress powerful
men and as he saw it5 “the bitterness of service left unrewarded”. In the case
of Parry we see three common motives in a single case: money, revenge and
recognition. Times change but human nature does not.
In the late 1980s the CIA ran a project called Slammer6,7. This project
aimed to understand motives of defectors. In the context of this project, 30
spies that had been convicted and were at the time of the research in prison
have been interviewed. Even though over 25 years old, this now declassified
piece of research provides findings that may still apply to (would be) business defectors today.
Project Slammer reveals money-driven defectors to be calculating the
risk/reward balance. They conclude that the money is good and the risk is
negligible7:
“Most convicts said stealing secrets was so easy that they were motivated
to gather classified documents outside their normal areas of access. […] I
was putting my nose in books where I didn’t belong… talking to people,
gathering information from conversations. It was actually obvious, I felt.
Somebody should have noticed […but] a lot of people just tend to mind
their own business.”
Intelligence agencies or unethical corporate information collectors of
course have not failed to notice the human vulnerability when it comes
to obtaining ‘easy money’. The Czechoslovakian Government in the 1930s
even set up a small bank ran by the military intelligence department, just to
seduce cash-strapped Nazi-German citizens with attractive loans. Once the
loans had been provided, interests payment terms could include the offering
of relevant military secrets instead of cash8. Along the same lines, the KGB
listed the following preferred attributes of potential British defectors. Again
a disproportional need for money is being highlighted4:
“A good agent [from KGB’s perspective, from a Western perspective: a defector] is one whose vital statistics are the following: he works, for example, in a military department and holds a middle-ranking but key position giving him access
to information; he doesn’t aspire to a higher office, has a chip on his shoulder
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about being a failure […], he drinks (an expensive habit); he has a weakness for
the fair sex (which is also not cheap); he is critical of his own government and
loyal to the resident’s [i.e. the KGB-chief in Britain] government.”
The above quote on middle managers and on the perception of failure of
the defector is also corroborated by 16th century evidence provided below9:
“The best spies were often humble men. A servant, perhaps unseen and certainly often unacknowledged by his betters, was able to hear and see things other
men could not.”
Now, in the upper quote read ‘own company’ instead of ‘own government’ and ‘the agent that pays him’ insetad of ‘resident’s government’. After
all, to money-driven defectors, ideology is less relevant.

DEFECTORS’ CAREER PROSPECTS TEND TO BE MODEST AT
BEST
The quote above still applies to today’s business world. What colleagues are
most vulnerable to considering selling your firm’s trade secrets for money?
Using the quote, the attributes seem to include:
• Middle-management, with wide access to information but without
strong career prospects, possibly having been (in their own eyes)
by-passed for a more senior position they believed they qualified for
• Either aiming to keep up with the Joneses, e.g. their colleagues that
are on faster career tracks, or simply having a Bohemian taste, they
may spend more than he can afford, ending up in debt
Risk factors for pro-active, money-driven defectors thus include financial
stress and an excessive need for approval or recognition, which translates
itself in a desire to live above their normal means. Too often, money-driven
defectors were caught because they couldn’t explain their luxurious life style,
not because they were caught in the act of illegally collecting and disseminating secrets to third parties.
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DEFECTORS TEND TO HAVE COMMON CHARACTERISTICS AND
ATTRIBUTES
Project Slammer describes how a defector sees himself at the time he starts
selling (trade) secrets6. He believes…
• He is special, even unique
• He is deserving
• His situation is not satisfactory
• He has no other (easier) option [than selling secrets to correct his
situation]
• He is only doing what others frequently do
• He is not a bad person
• His performance in his government job (if presently employed) is
separate from espionage; espionage does not (really) discount his contribution in the workplace
• Security procedures do not (really) apply to him
• Security programs (e.g. briefings) have no meaning for him, unless
they connect with something with which he can personally identify
He feels isolated from the consequences of his actions…
• He sees his situation in a context in which he faces continually narrowing options, until espionage seems reasonable
• He sees espionage as a ‘victimless’ crime
• Once he considers espionage, he figures out how he might do it.
These are mutually reinforcing, often simultaneous events
• He finds that it is easy to go around security safeguards (he is able
to solve that problem). He belittles the security system, feeling that
if the information was really important, espionage would be hard to
do (the information would really be better protected). This “ease of
accomplishment” further reinforces his resolve
• Espionage subjects don’t see themselves as traitors. Their acts are usually sustained with some measure of comfort and self-justification
Project Slammer also describes common attributes of defectors – some
of which showed sociopath characteristics. (Would be) defectors may show
the following characteristics:
• Easily despairing over their situation
• Short attention span (I’m bored)
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•
•
•
•
•
•

Polarized relationships/responses (With me or against me)
Poor relationships (I’m lonely/alone)
Lack of maturity
Poor impulse control (I want it now)
Sociopathic tendencies (Who cares about me?)
Conceited / self-absorbed (Me, me, me!)

(Would be) defectors tend to be:
• Unusually calm and stable under stress but cannot tolerate routine
or boredom
• Above-average intelligent
• Good verbalizers – sometimes in two or more languages
• Poorly capable to form lasting and adult emotional relationships
because their attitude towards others is exploitative
• Sceptical and cynical about the motives of others
• Secretive, enjoying secrecy and deception for its own sake

THE KEY LESSON FOR BUSINESS: HAPPY STAFF IS A JOY
FOREVER
Defectors as we saw above may either be opportunistic and money-driven or
acting out of hatred. What both, however, have in common is that they are
unhappy about their current situation. The first, rather obvious lesson for
business is that to prevent trade secrets to leak, maintaining a happy staff is
the best guarantee. It is, however, a dream to expect all staff to be happy all
the time. Even when staff are generally properly treated it is not impossible
that a staff member starts to feel unhappy – e.g. as a result of financial stress
– and may consider to start selling trade secrets.
The trick and first step in a socially healthy business environment is to
pick up the early warning signals of the staff member’s unhappiness, especially when it is a staff member with a high confidentiality clearance. Combine those signals with the common characteristics of defectors that did
cross the line. This may provide a proper first risk assessment.
Obvious as it may seem, but a second step is to pay attention to the
particular staff member. Most defectors simply need recognition. People do
not steal and sell trade secrets to show off with that expensive car for nobody
to notice.
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When having colleagues that treat them with kindness and understanding in their perceived trying circumstances, they may either feel remorse
about what they may already have done wrong or may be inhibited to do
wrong. Most defectors are too smart to leave traces. Traditional security systems will not catch them. Kindness may, even before the wrong is being
done.

********** THE MORAL **********
A good working atmosphere in business has remarkable benefits
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In the early 1970s, Henry Kissinger was National Security Adviser to the US
President. At some stage an intelligence analyst offered him new high-grade
intelligence. Kissinger, however, did not act upon it. When afterwards the
intelligence proved to have been correct and an opportunity for profitable
action had been missed, Kissinger is reputed to have said to the analyst1:
“Well, you warned me but you did not convince me.”
Does this sound familiar? It certainly does to me. After painstaking and
tedious work you discover a competitive threat to the company you serve –
or just as worse – a great business opportunity. But, no matter how well you
substantiate your case, nothing happens. Nobody gets moving. In spite of
your report, management sticks to its course. Subsequently either the threat
painfully materializes or the window of opportunity irreversibly closes. In
this case, as analyst you have two options: you become demotivated, get
frustrated and ultimately end up profoundly cynical, not the least about
the mental capacities of those in the lead that failed to act on what was so
glaringly obvious. Or you simply wonder what you could have done better
to get your intelligence turned into action. In a sustained attempt to stay
mentally healthy and positive, I try to stick to the second option, but that
is not always easy. What helps me is to remember the following equation:
		

Analysis impact = quality * acceptance

It does not matter if you deliver a top-quality analysis if you fail to get
the analysis accepted by those that need to act upon it. There is an awful lot
to say about how to get acceptance for an analysis. Sometimes, however, a
picture says more than a thousand words. So let me share how watching a
motion picture assisted me in better understanding the acceptance part of
the above equation.

TWELVE ANGRY MEN
In 1956 Reginald Rose and Henry Fonda produced a movie, which was
distributed by United Artists/MGM. It is still widely available. The movie
is called Twelve Angry Men. Twelve white American men together make
up a jury. They have to reach a verdict on whether an accused young black
man is guilty or not guilty of having killed his father. The verdict has to be
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unanimous. If guilty, the accused will receive a death sentence. Eleven of the
twelve men agree: the evidence was compelling. There is no need to contemplate. The verdict can only be guilty. The character played Henry Fonda,
however, has his doubts. There is no instant unanimity, so the jury has to
start deliberating. In a magnificent way the doubter gradually convinces all
other jury members that the evidence is less than compelling. For this he
uses a wide array of persuasion techniques, using tailor-made logic and appeals for each fellow jury member. For those that have not seen the movie
(yet), I will now try to extract some apparent attributes of persuasion from
this and other sources that may also help outside of the jury’s room.

The human brain is wired to see things that move. To our ancestors, this
may have included predators that posed such a threat to survival that seeing
them move required an immediate response. Capitalizing on the human
propensity to act upon things that move, delivering analysis in moving pictures may be an interesting idea. When I wanted a senior management team
to understand our customers were looking for change, we did not deliver
a 30 slide presentation with tables that proved the point. Rather, the team
prepared three 60 second customer interview videos, with the customers
expressing their needs to the camera. The impact was even stronger than we
expected!

SUBTLETY IS THE HALLMARK ATTRIBUTE OF PERSUASION

EMPATHY AND SINCERITY ARE CRITICAL TO PERSUASION

The short narrative of the movie implicitly reveals the first attribute of persuasion. For persuasion there is no straightforward explanation but when
you see it, you recognize it2. A second implicit attribute for persuasion is
that non-verbal cues are equally if not more important than verbal cues.
Non-verbal cues, however, are more subtle and more insidious. It is much
harder to insulate oneself against them; persuasion works in ways we may
neither appreciate nor consciously recognize. Pundits now believe that the
gestures of Donald Trump’s hands by itself form a critical non-verbal part
of his overall communication when he visibly address the public. So our
interim conclusion is that persuasion, as hard as it may be to describe, reveals itself only when we post-rationalize how things happened. In addition,
persuasion – like most forms of communication – is about much more than
just what is being said.
Too often the relevance of visualization is underrated in presenting analysis. What is true for Trump’s magisterial use of his hands in his communication applies just as well to the use of visualization in written reports.
Specifically when delivering a written analysis the following rules of thumb
apply. The list below ranks instruments of visualization from more to less
persuasive:

Persuasion has been defined as the art of influencing people3. The key equation of persuasion as an art has been summarized as:

Graphs		
Trends		
Relative indicators
Pictures		
Moving pictures
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Tables
Single points
Absolute figures
Words
Any other form of reporting

Persuasion

=

Empathy

+

Sincerity

Great persuaders create the perception of empathy with the people they
aim to influence. It may sound counterintuitive but persuasion starts with
listening and paraphrasing skills. Listening is the entry point to empathy3.
When you have completed a xenocentric picture of the individual that you
aim to persuade, it is easier to decide which strings to pull to start influencing them towards accepting your analysis. This may sound manipulative.
In the Twelve Angry Men movie, however, the lead character is doing so
to save an innocent man’s life. There may well be moments when the goal
justifies the persuasion means.
Applying persuasion skills for a good cause may therefore ethically be
the better thing to do. A good cause may, for example, be to convince your
friend to stop smoking.
Persuading someone to stop smoking begins by showing empathy for the
other person’s need to smoke, whatever that may be – stress relief, belonging
to a group… The latter may only be possible by asking the right questions
and gently and sincerely probing for the truth. When and only when the
person is convinced of the sincerity of the other’s intentionto help, they
may consider what other options are available to more healthily meet their
current personal need that is now fulfilled through smoking.

19
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PERSUASION IS ABOUT MORE THAN LANGUAGE, BUT
LANGUAGE STILL MATTERS
Properly using language is another powerful tool in persuasion. When communicating for impact in politics the following rules have been reported to
apply4. Your language should:
• Consist of short sentences (think: America first, Donald J. Trump)
• Consist of short words within these short sentences ( think: I have a
dream, Martin Luther King or Yes we can, Barack H. Obama)
• Open up an aspirational future to the audience (think: Imagine, John
Lennon)
• Offer novelty
• Be consistent with verbal and visual imagery, sound and texture (this
applies especially when multiple messages are conveyed)
Those that ‘sold’ the Nazi gospel of a new 1000-year Third Reich to the
German people in the 1930s even developed a complete set of new meanings to existing words. They did so to both sustain the belief of the converted
and to persuade those that still doubted5. This approach resembles what
today is known as ‘framing’.

THE PERSUASIVENESS OF TWELVE ANGRY MEN

analyst that is perceived to be a player in a politicized dossier will never be
perceived to be sincere. No matter the quality of the work, he will never be
really persuasive to those that may not have agreed with his views.
This is a potential danger zone. Sincerity is sincerity in the eye of the
beholder. Sincerity should be read as the ‘perception of sincerity’, just as
empathy should be read as the ‘perception of empathy’. When sincerity and
empathy are genuine, with the analyst having the other party’s or the company’s interests firmly in mind, persuasion does not equal dark manipulation. When it does, it smells. In my corporate experience, an analyst that
moves himself intentionally into a politicized position is neither on the way
up, nor on the way down, but usually on the way out.

********** THE MORAL **********
In communication, persuasion matters as much as content

DRIVING ACCEPTANCE FOR ANALYSIS THROUGH
PERSUASIVENESS
What applies to persuasiveness in politics also seems applicable to communicating the outcome of analysis. In persuading customers of analysis to turn
insights into action, the same psychological rules apply; humans remain humans. Reflecting on how to make use of the above rules may trigger some
relevant questions like:
• How aspirational to management is the language used in your analysis products?
• How can the output of your analysis contribute to a company’s
brighter future?
There is a second dimension we need to look at here. As we saw in the
above equation, empathy and aspiration is not enough. To be successful in
persuasion one also needs to be credibly sincere to the target audience.
The customer of strategic analysis will have to fully trust the sincerity of
the analyst. This is why your objectivity and neutrality are so relevant. An
20
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POST-TRUTH IN A HISTORIC CONTEXT
It is true. The Oxford Dictionary has selected ‘post-truth’ as word of the year
2016. In Germany the related word ‘post-faktisch’ has been selected. These
words relate very much to 2016; a year of surprises to many. The two most
prominent surprises may well have been the Brexit and the Trump vote.
Surprises, for all their unexpectedness, however, tend to have things in
common. Consider next to Brexit and Trump the following historic surprises:
• The Japanese attack on Pearl Harbor in 1941
• The Soviet invasion of Afghanistan in 1979
• The Iraqi invasion of Kuwait in 1990
In all the above cases the surprise resulted to a large degree from the fact
that analysts could not imagine that the involved actors – from the Japanese
war cabinet to the US voters – would do what they did. I believe the reason
for this has been that in the minds of the analysts the actors did not act
rational. Here’s what history tells about how the analysts reasoned in each
of the cases:
• It was not in the interest of the Japanese to attack the US: it would
only unleash a war they could never win.
• The Soviets had nothing to gain from interfering in Afghanistan.
Even the British at the summit of their imperial power failed in
Afghanistan in 1839-1842. A running gag in analysts circles in the
late 1970s was that “the analysts had it right, it were the Soviets that
had it wrong [by invading]”.
• Saddam Hussein would never be so stupid to attack Kuwait because
his possessing of Kuwait rendered the Gulf Coast Saudi oil fields
non-defendable. Given the US dependence on that eastern Saudi oil
province, the US would fight for Kuwait and hit Saddam hard.
• Voting Britain out of the EU would bring inevitable economic misery; it wasn’t in the UK citizens’ rational self-interest.
• Voting Trump into the White House was naïve; the progress of economic globalization may be decelerated but not changed.
In hindsight, in the upper three cases the analysts were right (in the latter
two the jury is still out). The Japanese, after all, lost the war. Afghanistan
accelerated the collapse of the Soviet empire. Saddam in 2003 got the real
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bill for invading Kuwait. The hindsight wisdom, however, is not the point.
The point is that the surprises did happen and did so to the embarrassment
of the analysts.

EMOTION-BASED ACTION HAS RATIONAL ANALYSIS FOR
BREAKFAST
Rethinking the above, the word post-truth has an arrogant ring. Actions
driven by seemingly irrational emotions or based on facts that never were
are, as post-truths, discredited as untrue. Apparently only analysts own the
truth. Others don’t. These others, however, do own the vote – as in the case
of Brexit and Trump – or the action, think of the Japanese warlords, Brezhnev and Saddam.
Why does this matter to us in business? I guess because we have been
selected as analysts because we excelled in rationalism. Old-school rationalism is imperative in most of our work. Rationalism, however, does not
automatically protect us from post-truth surprises.

THE TRUTH FOR BREAKFAST

I believe we can only make our business serve our daily voters well when
we realize their actions are not some post-truth irrationality but are driven
by their very truths. We’d better actively search for these real truths and
properly acknowledge the related emotions driving them if we don’t want to
continue to be surprised in the years ahead.

********** THE MORAL **********
In case of doubt, keep asking open questions

QUESTIONS ARE BETTER THAN ANSWERS
Reflecting on the recent surprises I decided to ask myself as analyst in a
consumer goods company a few humble questions:
• When did I last visit a real-life consumer or customer and truly listened?
• When did I last talk to a real-life competitor – instead of talk about
them?
• When did I last embrace rather than reject news that did not confirm
my existing views?
• When did I last consider that humans decide mainly based on emotions?
• When did I last leave my comfort zone by actively looking for interactions with non-peers?
As analysts, part of our task is to be the corporate early warning system.
We are paid to identify opportunities for our business early on and to discover trends that if unnoticed may develop into nasty surprises. In democracies, such as the UK and the US, elections typically take place once in
four years. In our FMCG-business, they happen daily at the (on-line) shelf.
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LinkedIn facilitated the spread of a news item that Barack H. Obama had, as
a final act of his presidency, ordered a bronze statue of himself to be placed
in the White House. The news was accompanied with a vague image of the
statue in the Oval Office. It went viral. Some commented it was fake news.
Others simply liked it as it confirmed all that they disliked Obama for. He
was evil and this was just another piece of evidence. Moreover, history has
all too often shown that power and wealth do strange things to people. So,
this too must be true. To paraphrase the title of a book on Putin’s Russia1,
it seems that today “nothing is true and everything is possible”. The picture
of the statue in the Oval Office triggered me to question what a (market)
intelligence analyst can still believe today. Here is what I found.

ANATOMY OF DECEPTION
Before diving into the nature of deception, I guess it makes sense to first
define it. Deception constitutes the intentional (mis-)leading of a target audience by providing true data selectively and/or by mixing true data with
fabrications with the aim of influencing the audience into making decisions
that benefit the data sender. Deception existed long before social media revitalized it. Several deception stories from World War II have now been declassified and have been told vividly and amusingly in books2. A meta-analysis of critical success factors of deception (inspired by James Bruce3) suggests
that to succeed a deception operation must contain:
• Truth: all deception works within the context of what is true
• Denial: denying the target [i.e. you as analyst] access to select aspects
of the truth is the prerequisite to all deception
• Deceit: all deception requires and utilizes deceit
• Misdirection: as any magician will tell, deception depends on manipulating what the target registers
• Confirmation: deceptions should confirm or even better strengthen
the target’s existing beliefs

TOWARDS A REMEDY AGAINST DECEPTION
As analysts, it is a comforting thought that deception may trap others, but
it doesn’t happen to us. Our sophisticated education and our experience
shelter us. We know what to believe and what not. We know that who
says something is more important than what is being said. We know what
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THE TRUTH ABOUT DECEPTION

deceptions look like and we recognize them coming. We know what our
(business) adversaries want and thus how they want to manipulate us into
believing their fabrications and act upon their falsehoods. We ‘don’t do stupid shit’ (dixit Obama). Or do we?
For certain, we will unlikely fall for simple tricks. So often, however,
as analyst our internal alarm should go off when we complacently start to
only navigate our comfort zone. As usual, inconvenient open questions may
guide us here:
• What are my firm beliefs (like: I trust fellow intellectuals) that when
confirmed will not raise my suspicion?
• What are my prejudices towards sources? Who do I in advance consider truthful and who not?
• What strings would I pull if I worked at the other company and was
ordered to deceive people? Why? How would I proceed? What truths
would I offer and what fabrications?
There is a highly personal and thin line between developing paranoia
and having some rightful self-doubt. What I believe helps in sustaining your
mental health while still effectively protecting yourself as well as possible
against deception is to consider what Robert Jervis4 teaches us:
“We are never deceived, we deceive ourselves.”
So often, when intelligence fails, it is because we trust our instincts without even tapping into our analysis skills. To begin analysis, we need to formulate and answer a set of open questions. For exactly this reason, answering questions on checklists is what pilots and surgeons do routinely in their
work. Therefore my recipe in post-truth times remains to consistently force
myself to analyze, pre-empting me to jump to self-deceiving conclusions.

********** THE MORAL **********
Deception begins with myself
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1. Nothing is true and everything is possible – the surreal heart of Russia, Peter Pomerantsev, Public Affairs, 2014.
2. Operation Mincemeat, Ben Macintyre, Bloomsbury, 2010 and Double Cross, Ben
Macintyre, Bloomsbury, 2012 are just two examples of highly accessible books on
World War II deception operations
3. Bruce, J.B., Bennett, M., Foreign denial and deception: analytical imperatives, In:
R.Z. George, J.B. Bruce (Editors), Analyzing Intelligence – origins, obstacles, and
innovations, Georgetown University Press, Washington DC, 2008, pp. 126-135.
4. Jervis, R., Why intelligence fails – lessons from the Iranian revolution and the Iraq
war, Cornell University Press, Ithaca and London, p. 140.
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Nothing beats irony. Take Daniel Kahneman. He received the Nobel Price
for Economics for his work on behavioral economy, delivering some pretty
interesting results.
Among others, he convincingly demonstrated:
• The rational consumer does not exist outside textbooks and theories
of economy; humans rarely act rationaly
• The human mind is a machine made for jumping to conclusions
The urge to draw instant conclusions when exposed to data must have
had evolutionary benefits, otherwise the human mind would have been
wired differently by now. In today’s world, however, being deceived by your
own mind is rarely practical. Biases tend to be like snipers, they hit before
you see them. It is hubris to think you can defy them.
Maybe being aware of biases helps to timely recognize and neutralize
them. Not true. In his bestseller Thinking fast and slow, Kahneman postulates that awareness of biases does not offer protection. By implication the
professor of psychology ironically concludes that…
“Teaching psychology is mostly a waste of time.”
Being hit by biased thinking – when you discover it in the first place –
remains a humbling experience. It happened to me again yesterday, with the
following results:
• A good number of working hours wasted
• An urge to write a blog as catharsis
My assignment was a typical analysis job – I felt competent to do it.
Consider a market where demand meets supply at an equilibrium price.
In the dairy market, as in many other markets, globalization happened on
paper only. For reasons good or bad, geographical markets have been protected by import duties. Truly open markets usually exist within free-tradezones, such as the EU or Mercosur, but rarely extend beyond these zones.
The result is that for some products the pricing within a trade zone has a
dynamic of its own. Intra-trade-zone pricing for a product is not affected by
what happens within other trade zones. From an EU perspective, the US
dairy market could just as well have been on the moon.

30

31

POST-TRUTH ANALYSIS FOR BREAKFAST

Put simply: pricing simply is an EU thing and intra-EU prices for the
cheese I looked at exceed those in markets outside the EU.
In the 18 months that I have been in my current role, this has always
been a firm truth. For pricing analysis, you look at the usual suspect actors
and factors in the EU. You subsequently take all known perspectives and
will certainly find a useful answer. But this time, things just didn’t add up.
How can this cheese made in the EU and offered in non-EU Obscuristan
be sold there for €200/metric ton more than within the EU? My colleague
who as sales director is responsible for Obscuristan is a rock star – but even
she is not able to explain this difference. She keeps selling at this price
though her EU colleagues moan about not being able to realize prices at a
much lower level and thus ask permission to drop their prices. Never in my
lifetime had I seen the market be so upside down.

NEVER IN MY LIFETIME

********** THE MORAL **********
The vividness of an experience does not equate to its relevance

LOOK FURTHER BACK, TO SEE CLEARER AHEAD
Looking for a market-related clue indeed proved useless. It took me thinking back to Winston Churchill to solve the puzzle. The great man urges
anyone to look further back, in order to see clearer ahead. Studying history
occasionally seems not to be a waste of time!
Long before I started my job, the market already existed. The market had
absolutely been upside down in that dark past. The upside down market in
the past resembled today’s market. The fit was clear. The bias became clear
as well. What you learn and vividly experience yourself is what constrains
your thinking. When starting in a new job or exploring markets previously
unknown to you, you build up a library of patterns on how the ‘new’ market
behaves. It is not new though. What you see is not all there is. You have so
far only learned and seen what happened during your tenure. You are not to
blame though. It really is impossible to equally vividly experience how the
market behaved before your tenure. But it is not impossible to realize that a
market may have behaved differently prior to your tenure.
In conclusion, I believe that in spite of the compelling evidence that
teaching (or studying) psychology is mostly a waste of time, I think that
memorizing Churchill’s phrase to avoid the ‘not in my lifetime’ bias is time
well spent.
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PARANOIA OR HOW TO TIMELY DISCOVER DISRUPTION

December 1, 2016 was a special day. The Rolling Stones informed the
world that they are to release a new album. Rather than launching more of
their own rock and roll, they were to honor the blues songs that were the
source of their own inspiration. The older you get, the fresher your memories from the days of your youth, right?
Reading this I had two thoughts:
1. The Rolling Stones had been disruptors in their youth
2. What source of inspiration would I honor in my next blog?
This led me to think of the best management book I have ever read: The
Innovator’s Dilemma by Clayton Christensen (1997). Indeed, the key theme
of the book provides the subliminal link to The Rolling Stones: it is about
Disruptive Innovation.

DISRUPTIVE INNOVATION HAPPENS IN ANY INDUSTRY AND
REDEFINES AN INDUSTRY ORDER
Put simply, the core idea of disruptive innovation is that when a new technology emerges in an established industry, the current market leader operating the old technology will not be the innovator driving this change. In
a convincing number of cases, Christensen shows that a new company will
drive change, leaving the old guard far behind. For example:
• Mechanical excavators (Caterpillar) that suddenly were made obsolete by hydraulic excavators (Hyundai).
• Large copy machines (Xerox) that were surprised by office table copiers (Canon).
• Film-based photography (Kodak) that was wiped out by digital (e.g.
Olympus).
• Fixed line telephones that were replaced by mobile network phones
(initially e.g. Nokia).
• AirBnB versus classical hotel chains.
• Uber versus taxi companies.
The common themes were and are:
• Old and established, large and leading companies have too much
inertia to embrace new technologies – losing the growth markets to
new entrants rather than to direct competitors
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• New entrants are overlooked because they tend to innovate with
products with (initially) inferior functional characteristics and at a
much lower price. This triggers the market leader’s complacent arrogance: our customers will never buy such an inferior product…

DISRUPTIVE INNOVATION AS A CHALLENGE TO ANALYSTS
Christensen in his book shows empathy with the analyst. He argues that
markets that do not exist cannot be analyzed. Those attempting to do so –
and many have – prove to have dismal track records. IBM once reportedly
estimated the global market for PCs at less than a thousand. Kodak held the
key patents for digital photography but failed to properly value them and
thus missed the picture. Xerox tinkered on to make their large copier monsters ever more efficient but inevitably also increasingly inconvenient to use.
In contrast, Canon identified that most copy machine office users for the
most part didn’t need efficiency, as they only made one or two copies. What
they really needed was the convenience of having a slow but nearby personal copier. Xerox’s key product performance indicator was a multiple of
hundreds of copies per minute. The first Canon only made two per minute.
What Canon ensured was that ‘now everybody can copy”. This resembles
how low-fare simple service airline Air Asia ensured that “now everybody
can fly”. In doing so, it disrupted the cash flow of higher-fare full service
airlines like Malaysian and Thai.

PARANOIA OR HOW TO TIMELY DISCOVER DISRUPTION

My conclusion is that in analysis we need two lenses. We need to keep a
vigilant eye on the devils we know, who in business through strategic convergence look so much like us that we call them competitors. In addition,
we need to spot the new small kids on the other block that may understand
our customers needs differently (often: better) serving them in non-traditional and – initially – funny ways. Just like The Rolling Stones who were
viewed as ridiculous and ugly, but became one of the world’s most sold and
enduring pop bands ever…

********** THE MORAL **********
Discovering disruption requires to look outside your own box

HOW TO TIMELY IDENTIFY FUTURE DISRUPTORS OF YOUR
INDUSTRY?
There are no easy answers here. If there were easy answers, the track record of
industry leaders in timely identifying the value of (low-end) disruptive technologies would be much better. I refrain from making bold how-to statements myself, but I would like to share two quotes that I believe well reflect
the open mindset that is required to identify disruptors and timely awaken
your company to the emerging change:
“Only the paranoid survive.” (former Intel CEO Andy Grove)
“Tentativeness in action can mean being cut out of markets, perhaps not
by traditional competitors but by companies never heard of 24 months
ago.” (Jack Welch, CEO GE, 2000)
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FRIENDLINESS IS A VIRTUE

There are times when re-reading old texts enables you to generate new insights. This happened to me recently when I revisited the Seven Principles
of Knowledge Management1.
To limit the scope of this story, I will introduce you to just one of these
principles, one that has directly influenced how and what decisions I subsequently made. To me that is a hallmark of a useful piece of theory, and
the way I benefitted from this knowledge may be indicative of how you
may benefit from it as well. Therefore, I invite you to join me on this brief
voyage of discovery.

“KNOWLEDGE CAN ONLY BE VOLUNTEERED, IT CANNOT BE
CONSCRIPTED.”
The principle, even though it sounds rather straightforward, hit me like a
rock when I thought about it. Knowledge can only be volunteered, it cannot be conscripted.
In other words: your human source must be willing to give his knowledge to you as analyst. Thinking, of course, is an associative business. Thus,
when I read the principle, I couldn’t help but connect this principle to the
main conclusion of an analysis on the common characteristic of today’s best
collectors in military intelligence which I also read this summer.

THE BEST COLLECTORS OF INTELLIGENCE STAND OUT IN
FRIENDLINESS2.
What is true for the military, I believe to hold equally true in business.
A human source will only give a collector what they want to give. This
is mostly determined by how they relates to you as collector. No wonder
friendliness is a collector’s most virtuous feature.
As a collector of intelligence, you will never be able to know what else
your source knows that might be of value for your analysis. Only the source
knows what they know, and they determine what you get out of their data
treasure trove. If the source is constructive due to your friendliness and
offers you enough of their precious time, the results are simply dependent
on your questions and kind probing techniques.
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FRIENDLINESS IS A VIRTUE

FRIENDLINESS CAN BE USED TO STOP THE CASCADE
The principle of kindness is not only relevant in one-on-one meetings but
also in group decision-making. Good decisions are preferably based on all
available data, collected from all members of the group. A common problem
in group decision-making is, however, that individual members do not share
all relevant data. This is usually a result of less-than-optimal group processes.
A common version of a faulty group process is called the ‘cascade’3. In a
group that is about to take some decision, a strong leader decisively speaks
first. The leader may not have had all available data, but still hints at a clear
decision. The second speaker is usually an ally of the leader and supports the
leader’s views, adding no new data. The cascade builds up with more and
more support for a decision, but without an increasingly broad foundation
of data to support the decision.
How strong a personality would it take to break the cascade? What sort
of credibility would be required for new data to make such a difference at
this point in the meeting that it would challenge the wisdom of the decision
proposed by the leader and first speaker? And thinking form the perspective
of friendliness, what would be the difference if the first speaker were to be
friendly and invite all participants to share their knowledge, prior to moving
towards decision-making?
As collectors and analysts, we want our sources to share knowledge we
need. For this to happen, we have to create a climate which is conducive
to sharing, whether we’re talking about one-on-one interactions or group
meetings. Let us face it: when a touch of friendliness is what it takes, it
shouldn’t be too hard to improve your information collection and based on
this, your management’s subsequent decision-making.

********** THE MORAL **********
Friendliness may unlock information few knew it even existed
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1. Snowden, D. [2002], Complex Acts of Knowing; Paradox and Descriptive
Self-awareness, Journal of Knowledge Management, 6, no. 2 (May) pp. 1-14.
2. Grey, S. [2016], The new spymasters – inside espionage from the cold war to global
terror, Penguin Books, London.
3. Sunstein, C.R., Hastie, R. [2015], Wiser – getting beyond groupthink to make
groups smarter, Harvard Business Review Press, Boston, MA, pp. 57-75.
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THE POWERS AND PERILS OF USING HISTORIC METAPHORS
IN ANALYSIS
The ability to recognize patterns out of seemingly random data is what
makes the difference between good and bad chess players1. Patterns allow
the chess player to instantly assess a situation in a game and most importantly recognize likely future scripts that will enroll. The latter gives the master
chess player a prediction tool that enables to rapidly and confidently select
the next best move in the game.
What is true for chess players equally applies to intelligence analysts.
There is, however, a risk in stretching this commonality too far. In chess the
rules are fixed over time. In intelligence, be it for business or for the military,
the rules may change. Recognizing patterns in data thus may hint at a script
that with the ‘rules of the past’ may have unfolded.
As rules have changed over time, however, this particular script will not
unfold… In such case, a historically built-up library of patterns-leading-toscripts is a burden rather than a blessing, because the library of patterns in
the mind of the analyst tends to deceive rather than to inform the analyst or
the decision-maker on what may happen in the future2.
The remainder of this text should not be read without the clear and
unequivocal statement that historical metaphors are risky instruments to
predict future events. Using historical metaphors, however, is also tempting.
When pattern recognition of the historical analogy does apply, the foresight
offered by the script of the past may give clear direction to what to expect in
the future. When reading the book Why intelligence fails by Robert Jervis3 I
could not help but recognize a pattern – falsely or correctly – and wonder
about the future…

THE UNANTICIPATED FALL OF THE SHAH
Jervis’ book focuses on two major intelligence failures that he analyzed: the
unanticipated fall of the Shah of Persia in 1978 and the failed assessment
of Saddam Hussein’s capabilities to deplore weapons of mass destruction in
2003. Below I will focus on the fall of the Shah of Persia. The Shah’s regime
was overthrown in a popular revolution led by a mix of extreme left and
conservative clerical leaders, with the latter taking control of the Islamic
Republic of Iran ever since.
For the case of the Shah, Jervis mentions a number of underestimated
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factors, relevant in Persian society just before the fall of the Shah, that had
not been sufficiently noticed in the (US) intelligence community. These
included:
• Popular discontent with the way how the Shah was changing Iran:
ignoring the mullahs and the country’s traditions and driving economic income disparities in society
• Nationalism: the Shah was perceived by many as a foreign (i.e. US)
puppet
• The cultural tradition that the clergy spoke for the people as men of
wisdom
The change in Iranian society was partly a response to a new economic
reality. After the 1973 oil price crisis and the subsequent structurally high
oil prices, oil money flowed into Iran. Under the rule of the Shah, more
money however resulted in less equality as the money landed with the elite.
In an attempt to integrate Iran into the (Western) world, the Shah drove a
liberalization of society – both cultural and economical – partly at the cost
of traditional values. The values of the new Iran that the Shah aimed for
were seen by many as Western – which only by the Shah and his elite was
seen as aspirational.
According to Jervis, the US intelligence community and foreign policy
leaders were ethnocentrically biased. They expected the Iranian people to
embrace the Shah’s drive to modernism. The sources the US had in Iran
were urban and predominantly within the Shah’s elite. The sources thus
were mainly favorably inclined to the change Iran was heading towards. The
US believed Iran at large just needed to come to grips with the change, like
a patient suffering from a medicine that would bring health after all. As a
result, US policy advice pushed the Shah to restrain from the use of force
to crush the ever louder opposition, instead offering the opposition more
rather than less freedom including free elections, a free press and further
economic liberalization. Rather than gratefully accept change and freedom,
the opposition grew louder and louder and rather unanticipatedly pushed
the Shah and his ruling clique aside…
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THE UNANTICIPATED BREXIT
When I read the narrative of the Iranian revolution and the failure of Western intelligence to predict events in Iran this summer, Brexit had just happened. I couldn’t help but reflect on both events being half a world and 38
years apart and yet so temptingly similar. The powers and perils of historical
metaphors crossed my mind but I couldn’t stop reflecting on the apparent
commonalities.
Like the Shah, Cameron had allowed his people to identify him with
change, which most of his people apparently neither considered in their
interest nor aspirational:
• Cameron ignored those that put Britain’s traditions first, ignoring the
British passion for ‘splendid isolation’ that was lost due to free movement of EU citizens and a large inflow of refugees. Like the Iranians
almost forty years earlier more and more Brits resisted this change
and wanted their country back
• In addition, Cameron allowed the rich elite in the financial City to
get richer but ignored the economically weak getting weaker. In Iran
the lower middle class suffered most from the change…
• Cameron was seen as pro-EU – a puppet speaking for continentally-led Brussels (the French and Germans) – rather than for the British
interests. It is an open question whether the ordinary British, especially those of more senior age, who voted in favour for Brexit dislike
German and French politicians more than the ordinary Iranians disliked the US politicians in the late 1970s …
The final blow was that Cameron, like the Shah, offered more rather
than less freedom; in the case of Cameron, the freedom and opportunity to
vote in a referendum.
Again, as in the case of Iran in 1978, most pundits failed to predict
Brexit. Cameron, the pundits and myself apparently could not imagine the
British would vote against what was generally seen as their economic self-interest, just as the Iranians had voted against Iran proceeding on a fast-track
to become a Western developed nation in 1978.
Apparently when an outcome is ethnocentrically or even egocentrically
perceived to be non-aspirational to the analyst and his or her social environment, it seems harder to imagine the outcome of events. This is particularly
true when economic self-interest that it is rational and thereby relatively
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predictable is overruled by emotional matters, in this case related to national
identity. It is a general rule that in intelligence analysis the capabilities (a
rational assessment of assets and competencies) of an adversary are much
more easy to predict than the adversary’s intent – which is emotionally
driven.
In the case of Brexit, apparently Cameron, the pundits and myself
wanted to believe in ever freer trade, including free movement of EU citizens. So much so that it was hard to imagine this view may not have been
aspirational to the majority of British voters.

THE LAST SHAH OF BRITAIN: THE USE AND ABUSE OF HISTORY IN ANALYSIS

********** THE MORAL **********
History is a great source but rarely a good predictor

ANTICIPATING AS PROFESSION
What does the above mean to an intelligence analyst whose profession it is
to anticipate the other party’s movements? I see three lessons:
• When values, beliefs and norms have to be weighed against economic parameters, beliefs have economy for breakfast. This sounds
odd when viewing a consumer or voter as rational, but behavioral
economics has already taught us otherwise, so it should not come as
a surprise
• It is and will always remain hard to imagine other people to have
fundamentally different preferences and values than yourself as analyst – and even more so that these people actually even want to stick
to these beliefs
• Using historic metaphors may have its value in intelligence analysis,
but is easier to apply in hindsight than ex ante. It is a tool that should
be used with caution anyway. The tool moreover rarely protects you
against ethnocentric biases
Given these lessons, predicting the outcome of a number of key Western
elections in the upcoming months (US, France, Germany, Netherlands…)
is as challenging as ever. To those analysts tasked with making such predictions I can only say: erring on the safe side probably means predicting the
unanticipated…
1. Klein, G. [1999], Sources of power, how people make decisions, MIT Press, Cambridge MA.
2. May, E.R. [1973], Lessons of the Past – The use and misuse of History in American
Foreign Policy, Oxford University Press, New York.
3. Jervis, R. [2010], Why intelligence fails – lessons from the Iranian revolution and the
Iraq war, Cornell University Press, Ithaca and London.
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THE BEHAVIOR OF SHEEP

As I am responsible for strategic analysis in a dairy firm, you cannot blame
me for taking animals seriously. Although ewe cheese to our firm is a minor
line of business, I could not resist reading a recent study on the personality
of sheep as summarized in a Dutch newspaper [Applied Animal Behavior
Science, Jan. 2016].
The authors described their extensive research trying to identify personality traits within a small herd of sheep. They varied a number of external
factors that faced the sheep – like the perceived attractiveness of their shed,
shed temperature and group composition. They subsequently monitored the
sheep’s individual responses to these changes. Think of head movements,
blood levels and movement patterns.
Guess what. There was virtually no single cause and effect relationship
to be determined. Sheep behavior was best described as random and opportunistic. If relationships between external changes and behavior were identifiable in the first place they were counter-intuitive – and completely at odds
with the antecedent hypotheses.
The paper’s journalist ironically pointed to the researchers almost blaming the sheep, well, to be sheepish.
By now you may wonder about the link of all this to market intelligence. My association was simply one of recognition. How many times had
I not been trying to discover a pattern between changes in the marketplace
and changes in individual competitor’s behavior? You see the industry’s raw
material prices drop. By implication, you expect the competitor to drop its
products’ prices. In doing so, they pass on part of their drop in costs to their
customers. This makes sense, as you expect them to protect their market
share in a changing market. Instead, however, they actually relaunch their
product by raising prices or lowering trade margins. What happens here?
Possibly the sheep scientists and I have been hit by what psychologists
call the ethnocentric bias. In the previous section you can read that you
see raw material prices drop, which you ‘expect’ to cause the competitor to
lower its prices because you ‘expect’ the competitor to aim for market share.
Similarly our sheep researchers expected to change external factors that mattered to the sheep’s personal behavior.
The commonality between the sheep researchers and us in market intelligence is that we both have a lot of data but we also apparently have a
limited understanding of our research subject’s intent. We neither know the
emotions of sheep nor the thinking of our competitors. In the absence of
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that, it is too easy to think that they think like us. The less data we have, the
more we think for them and the harder the ethnocentric bias hits. Believe
me: whether we talk sheep or competitors, they don’t usually think like us.
In the case of the competitor pricing example, two reasons may explain
my poor prediction of the competitor’s next move. Either my understanding
of the competitor was plain wrong. The competitor may for example not
focus on market share but on short-term profit maximization.
This explanation, however, is less likely: normally these things are clear.
The more likely explanation probably comes closer to the story of our sheep:
we overestimate the competitor. The competitor simply acted sheepishly.
The grass is always greener on the other side. I often have to remind
myself that the competitors’ glowing strategy communication is only a ruse.
They want the world (and themselves!) to believe their plans. In reality, however, they know that their shining strategy is nowhere close to being decently
executed. The sheep in the competitor’s ranks still do what they always did:
act opportunistically if not randomly – and counter-intuitive to our expectation. The other day I came across examples from military history that illustrated exactly this point1. In World War II in the Pacific theatre, the United
Kingdom military has never been able to understand the Japanese army…

THE BEHAVIOR OF SHEEP

********** THE MORAL **********
Sheep teach us not to look for plans or schemes in randomness

“Long-term plans and the [strength of the military] opposition to be
encountered [in Burma] owing to the Japanese high command’s failure to
devise a coherent strategy.”
Exactly the same reason underpinned the US attack of Iraq in 2003.
Saddam’s strategy in Iraq in the early 2000s may be summarized by saying
that he pretended to have weapons of mass destruction to scare off Iran from
attacking. Inadvertently, in doing so, he triggered the US to attack. This
strategy was similarly incoherent and thus virtually impossible to discern by
US analysts.
The lesson from these examples and from our friends the sheep may thus
be never to ethnocentrically overestimate the competitor’s consistent execution of its strategy. And never to expect sheep to have an articulated strategy
in the first place!
1. Robert Jervis, Why intelligence fails, Cornell University Press, Ithaca and London,
2010, p. 146.
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Imagine you have a 15-year-old fashionista daughter like I do. On the internet she discovered a male fashion artist. She comes up to me with the
following facts:
• He recently moved to another city
• He has or has had a connection with Amsterdam (this is unclear)
• He lives on such-and-such a street 319 in Utrecht
• He runs a shop from his house
• He is young
• From the street you can recognize his shop by his logo displayed in
the window
• A picture of the window with the logo features on his website; the
picture shows more than just the single window, details of the façade
are visible as well
• A Google-streetview analysis shows that flats dominate such and such
a street in Utrecht.
As a caring father, I didn’t want my little girl to go visit a male artist alone
(it would have applied to any male actually, I hate to discriminate against
artists). So, we set out together. I lived near Utrecht and knew the street so
didn’t use a navigation system. What did we find? The street did not exist.
This discouraged us, but we are optimists. We thought we must have the
number wrong. Like Sherlock Holmes we started to check the windows we
saw for the logo and started to check whether the characteristic façade on the
website picture was visible:
• No flat showed the features of the website picture’s façade
• No logo was visible
We drew different conclusions. I concluded that internet is a lousy
source: we had been duped. She concluded she was wrong. She called to
find out he lived in Amsterdam having recently moved from The Hague.
What had happened? When she connected with the artist, he SMS-ed
he lived on such-and-such a street 319. She googled such-and-such a street
(without number) and as a first hit got such-and-such a street in Utrecht. As
every millennial knows, Google is never wrong. So, knowing he had moved,
she connected the dots by filling in that apparently he had moved from
Amsterdam to Utrecht.
She checked it was a flat. Young people live in flats so she felt ready to go.

52

53

POST-TRUTH ANALYSIS FOR BREAKFAST

I see multiple biases here:
• Having little data but making up a narrative anyway: the illusion of
understanding: he has apparently moved to Utrecht, because suchand-such a street is in Utrecht: that is a flat. That is where young
people live. Even in the light of new evidence (no. 319 does not exist)
we stick to our analysis and continue our search. This is known as
premature closing: once formed, an opinion is resistant to change.
• Facing a phenomenon and faultily using it to confirm a prejudice,
known as the confirmation bias: me saying: internet is a lousy source,
her trusting Google.
These biases not only happen to us. Now, the time is April 19681. US
submarines patrol the coast off the Soviet Russian Far East. To their surprise,
US submarines discover that Soviet submarines are extensively and rather
unusually using active sonar to look for something. The conclusion that
correctly offered itself was that the Soviets had lost a submarine. For a Soviet
submarine to get lost, neutrally two narratives exist: the submarine had
faced an autonomous problem that had proved to be fatal or the submarine
had collided with another submarine and had been lost as a result. The first
narrative to the Soviets was heresy. Soviet submarines could not have autonomous problems. So Soviet military intelligence started looking for evidence
to substantiate the second narrative. A few days after the Soviet submarine
got lost, a US submarine moored in Yokosuka harbor in Japan. In principle
that submarine could have been at the location of the hypothetical collision
with the Soviet fish at the time of the collision. The collision the Soviet
Navy needed so much to stick to their collision narrative. In addition, this
specific submarine (the USS Swordfish, SSN 579) moored with visible damage to its sail and periscope. This damage was of course the missing puzzle
piece. According to Soviet military intelligence, it unquestionably linked the
Swordfish to the Soviet’s missing boat and the collision. The US Navy took
a different view:
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completely unconnected, had simply hit a small iceberg.
What do these two real stories tell us as analysis practitioners?
1. Beliefs beat critical thinking hands down
• Soviet ships do not have autonomous problems
• Young people live in flats
• Internet contacts are frauds
• Google says such-and-such a street is in Utrecht
2. Narratives are best based on a too small number of facts
3. Biases delude amateurs and top-notch Soviet intelligence professionals alike
4. Awareness of biases is absolutely no guarantee to be protected against
them

********** THE MORAL **********
There is always a bias that finds its way into our analysis

“They [i.e. the Soviets] would add two and two and come up with
thirty-six.”
US underwater research later provided the real narrative. The Soviet
ship did have an autonomous problem that proved fatal and the Swordfish,
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HOW A CAT
DEFINES THE
CORE ATTRIBUTE
OF INTELLIGENCE
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NO BETTER WAY TO LEARN A SUBJECT THAN TO PROMISE
OTHERS YOU'LL TEACH ABOUT IT
About a decade ago I worked for a company that was highly decentralized.
Management teams of individual business units had a relatively high degree
of autonomy within broadly financial charters. As a result, the management
teams of individual business units more resembled the executive board of an
independent medium-size company than anything else. In that institutional
framework I operated as an internal strategy consultant. To further improve
the quality of our strategic plans and the related subsequent business execution I observed a clear need for improving the quality of strategic analysis
underpinning such plans. As I aimed to implement this quality improvement change program across several business units, I decided to develop
an in-company training on strategic analysis that I could roll-out across the
various units. For the training I had set two aims:
• To build the capability of strategic analysis across the units of the
company
• To define what content topics strategic analysis should cover in the
upcoming year
I scheduled the training just before the start of the next year’s budget
cycle in the units, to ensure that any budget requirements for strategic analysis in the next year would find its way into the budgets of the unit. Doing
so at least secured that when work needed to be done, resources would be
available to do it.
In doing so I experienced the First Law of Learning: the best way to learn
about a topic is to force yourself to teach others about it. Given my commitment to train our units’ management teams and their staff on strategic
analysis, I first needed to organise my thoughts on the subject, having practiced strategic analysis for about a decade. In doing so, significant gaps in my
knowledge emerged. It is striking that, as a practitioner, many assignments
sort of intuitively proceed well, even when you don’t really have a solid theoretical framework to fall back upon. Once you have to explain or teach
others, however, lacking a framework becomes a nuisance. In search for such
a framework, I started researching the world of strategic analysis for business. Rapidly it became clear that in the military world, extensive research
on strategic analysis methodologies had been declassified. It was just there,
out in the open. Moreover, when I read through these methodologies, most
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looked to be useful in a business context as well. To apply them in business
modest adaptations would do. By forcing myself to deliver a three-hour
training session, I had serendipitously discovered a treasure trove of insights,
ranging from organizational and individual psychology related to data processing to schemes describing how to classify data. During the research I
inevitably came across a word that, like strategy, is used frequently and for
which definitions vary: intelligence. Similar to the word strategy, definitions
and attributes of intelligence also vary considerably.
To structure my thoughts I decided to list these definitions and attributes
in an attempt to make a sort of meta-analysis which by itself could deliver
some insights. The insights gained on the way I will share below.
My objective here is threefold. The first objective is to share some insights
related to the richness of the attributes and definitions of intelligence. The
second objective is to connect secrecy to intelligence and thus to strategic
analysis. Finally and perhaps most importantly I aim to share part of the fun
I had when I discovered some of the more ironic descriptions of intelligence.

INTELLIGENCE AS A TERM HAS SEVERAL MEANINGS
The first thing that comes to mind when considering the word intelligence is
that it has several meanings. I have come across at least six meanings:
1. Intellect, as in: she uses her intelligence to solve this puzzle
2. Outputs or products of strategic analysis
3. The process of collecting, analyzing and reporting data in itself
4. The process of collecting data from a particular type of source, as
in: OSINT or Open Source Intelligence, but also in business intelligence (data originating from within the company and related only
to the company that assigns the work) or in market intelligence
(data originating from and related to the environment outside the
company that assigns the work)
5. The process of collecting, analyzing and reporting data focused on a
particular target topic or target customer, as in: military intelligence,
focused on solving military puzzles or competitor intelligence,
focused on analyzing competitors or competitive intelligence, usually aiming to deliver input for a company’s competitive strategy
6. The process of covert action executed by a Government to secretly
influence situations in foreign countries
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The first and the last meaning of intelligence are irrelevant in a business
context and thus out of scope of this essay. If you think the above six meanings are already plentiful I am delighted to refer you to a source that lists 88
different INTs1. I did my own collection of definitions and attributes as well;
my list of quotes is provided for in an appendix at the end of this book. I
have used my list as stimulus to formulate the insights below.

INSIGHT ONE: INTELLIGENCE DESCRIBES THE DISCIPLINE, THE
AGENCY AND THE OUTPUTS
No matter how many INTs are described in literature, the word intelligence
describes both the output and the process of creating the output. In addition, a (market) intelligence department is the organization that is tasked
with the process of intelligence to produce intelligence outputs. In this way
intelligence seems to resemble painting. The word painting also means both
the tangible product as well as the art of producing a painting (as a form
of the verb to paint), with the painter being the one who does the painting. Occasionally one indeed comes across the word intelligencer, but more
commonly the individuals involved in intelligence are referred to as collector
or as analyst. In business collection is comparatively simple – being normally mainly focused on Open Sources – so the word analyst generally covers
all market intelligence tasks. Similar to painting, intelligence as a process is
also more an art form than a science, as it rests on heuristics and sometimes
even on decision-maker’s tastes.

INSIGHT TWO: INTELLIGENCE IS A CRAFT NOT A SCIENCE
Intelligence (products) are rarely sure or reproducible. In contrast, they are
rather ambiguous. They describe possible futures in terms of probabilities
rather than in certainties. All of the above shows that intelligence as process
and as product – even in times of big data – remains more of a craft than of
a science, notwithstanding the fact that extensive scientific methods are used
in the intelligence collection and analysis process.

INSIGHT THREE: INTELLIGENCE RELATES TO COMPETENCES AND
INTENTS OF OTHER PARTIES
In almost all definitions, intelligence covers a discipline that is focused on
understanding the outside world in which an entity operates. For a country,
the outside world may consist of foreign countries or of non-government
actors like NGOs. For a company, the outside world consists of suppliers,
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competitors, customers, but also of NGOs, political decision-makers and
possibly many other relevant external actors.
For these actors, intelligence covers two distinctly different topics; it is
focused both on other actors’ competences and intents. Competences are
what an actor can do (competences and capabilities may be used as synonyms in this context).
Intent is what the other party want to do. In competitor intelligence, a
competitor competence, for example, can be the maximum output capacity
of their plants for producing a particular product. An intent captures in
what geo-market and or in what channel the competitor aims to sell that
product. As a rule finding details on competitor competences is much easier
than truly grasping a competitor’s intent.
One of the many reasons for this is that competitors sometimes themselves also do not have a fixed intent: they for example may define strategy as
serving the market in which most cash can be earned at any given moment
in time.

INSIGHT SIX: INTELLIGENCE IS A MULTI-DISCIPLINARY, HOLISTIC
ACTIVITY

INSIGHT FOUR: INTELLIGENCE IS ALWAYS ABOUT THE FUTURE

In fiction – think James Bond – intelligence is a glamorous business. I can’t
speak for the military or security intelligence sector but in business not even
a glimpse of this romantic image resembles the truth. Market intelligence is
a business functional discipline just like for example research and development. The practitioners probably will likely have an above-average affection
for solving puzzles and they may tend to prefer a specialist role to a manager’s role compared to other company staff. Along other measures, however,
they probably not really differ from their colleagues in other departments.

No matter how relevant the study of history may be to understand today
and to be better informed about what may happen in the future, intelligence
at all times is always focused on being better informed about the future.
Predictive intelligence would thus be a pleonasm.

INSIGHT FIVE: INTELLIGENCE DELIVERS INPUT TO DECISION-MAKERS
The above insights together assist in positioning intelligence in business and
concerned with the business environment of a company, so market intelligence, foremost as a functional business discipline. This discipline is typically
tasked by management to solve business puzzles that require collecting and
analyzing data. Once data have been collected and analyzed, the function is
requested to deliver tangible intelligence outputs as input to management
decision-making. As a sideline: to stay out of the intelligence cauldron of
definition confusion, I usually refer to strategic analysis when I could have
written market intelligence or competitive intelligence.
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Enabling the customer of intelligence to make better decisions is the hallmark of good intelligence. The implication of this is that intelligence is not
a tool in search for a fitting problem, like a hammer looking for nails, but a
toolkit suitable for any construction activity the customer may request. As
a result of intelligence being customer-centered, intelligence thus by definition has to be holistic in nature. It may have to apply tools of multiple
separate scientific disciplines and integrate the outcomes of the various functional analyses into a balanced overall analysis.
As intent tends to be harder to assess than competences, one may for
example find anthropologists in intelligence synthesis roles, being for example supported by engineering subject matter experts that assess competences
of the same object of study.

INSIGHT SEVEN: INTELLIGENCE CONSISTS OF A WORKADAY ROUTINE
AND IS A SIMPLY WORK

INSIGHT EIGHT: SECRECY IS AN INTRINSIC ATTRIBUTE OF
INTELLIGENCE
Intelligence always relates to assessing our future environment and the possible plans and actions of certain actors in the future. As we saw above, the
actions depend on an actor’s intents. An actor’s intent tends to be volatile in
the best of cases. Assessing another actor’s intent is difficult enough when
the other actor doesn’t know where looking at them. However, an actor
that is aware of being monitored may reciprocate and also start to assess the
intent of the observer. This may lead to the actor adapting his intent and his
actions to what the actor believes is the likely intent of the observer.
The incorrect mirroring of intents that started with a lack of secrecy may
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lead to problems that escalate. To mention one example: a mutual misinterpretation of intents triggered the first World War to break out. Russia
ordered a full mobilization after misinterpreting German military preparations, with Germany subsequently misinterpreting Russian intentions and
thus pre-empting surprise by launching a surprise attack2. In other words, it
is better to assess the capabilities and intents of other actors in secrecy and
never to reveal what you are looking at as intelligence staff and why.

INSIGHT NINE: THERE IS NO ROOM FOR COMPROMISE: A CAT IS DEAD
OR IS NOT DEAD
The previous insight automatically leads to the last insight of this essay. Intelligence loses its value when others know what we know and why we want
to know it, as the latter enables them to predict and pre-empt our actions.
This makes me think of the Austrian scientist and Nobel prize laureate Erwin Schrödinger. Schrödinger is probably best known for his cat, which I
will now introduce to you, modifying the original narrative a bit to keep
things simple.
Consider a box. Inside the box is a cat. The box is locked and it is opaque
and soundproof. When the box was first shut and locked the cat was alive.
When the box is unlocked, a poison capsule will automatically be broken
that will instantly kill the cat but leave no traces. Schrödinger now postulates that it is fundamentally impossible to assess whether the cat is alive or
dead. The only feasible experiment to check it requires the fatal move (from
the cat’s perspective) of opening the box and thus triggering the poison capsule to break and kill the cat. We will never be able to tell whether the cat
had already died of a natural cause prior to opening the box or whether the
poison killed it. In more abstract terms: the measurement affects the phenomenon to be measured. In such case, the objective state of the phenomenon is not measurable.
The same applies to intelligence. Intelligence collection must be carried
out in such a way as not to affect the actor under study. In business this
is normally not a big issue, as most collection is focused on open sources.
Checking out open sources (except for company websites or specific databases) is impossible to monitor for other companies.
The conclusion, therefore, is that in market intelligence everyone might
know that you are looking, but nobody knows what you are looking at. It
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is this conclusion that enables me to write openly about market intelligence
or strategic analysis. Everybody may know that I provide ethically and fully
legally compliant work on strategic analysis. Nobody for whom it is not
need-to-know will, however, ever know what topics I work on and why.

********** THE MORAL **********
When definitions are hard to agree on, a list of attributes may help

1. Bakker, J. (2012), De definitie van inlichtingen – positionering van een eeuwenoude
maar nog steeds cruciale functie in een moderne omgeving (in Dutch), www.nisa-intelligence.nl, visited February 11, 2017.
2. Clark, C. (2013), The sleepwalkers; how Europe went to war in 1914, Penguin
books, London.
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THE REPEATABLE
SURPRISE
AS ULTIMATE
PARADOX
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BUSINESS MANAGEMENT AND INVESTORS DISLIKE
UNPREDICTABILITY
Unpredictability – not having a feel for what is coming your way – may well
rank among the most hated phenomena in business. Whenever investors
show their dislike of a business they cite poor predictability (of earnings) often as a reason. Poor predictability tends to have a predictable root cause: an
unpleasant surprise happening to the business. Hence business management
tends to dislike unpleasant surprises and understandably so.
Surprises that may trigger investor and management dislike generally
have two causes. The surprise is either home-made, for example an accounting fraud, or it is imposed by the larger environment onto an unprepared
business. It is highly unusual that in a business a strategic analysis department is tasked to pre-empt internal unpleasant surprises like accounting
frauds. It is, however, a key responsibility of a strategic analysis department
to minimize the impact and frequency of surprises caused by the world
around the business. Given the potential impact and thus relevance of surprises to business, I decided to take a closer look on why surprises work as
an instrument of competitive strategy and how a strategic analysis function
in a company can organize itself to execute the role of unmasking unpleasant
surprises before they happen.

SURPRISES BY DEFINITION CANNOT BE ENTIRELY
PREVENTED
We have to start with a sobering observation. No matter how sophisticated the strategic analysis business team’s radar, surprises can never be ruled
out. Former Israeli prime minister Yitzhak Rabin – who had well-equipped
intelligence assets at his disposal at his time – acknowledged this well. He
uttered the words below after he faced the surprise attack of the 1973 Yom
Kippur war1:
“There is not and has never been a way to prevent the possibility of
surprise.”
Without any doubt we can say that surprises can simply never be entirely
avoided or prevented. In business, surprises may be segmented into tactical
surprises and strategic surprises. Tactical surprises are for example caused by
64
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an unanticipated product price drop by a competitor, hurting your firm’s
next week’s sales and in doing so disrupting your operations. Strategic surprises may include a competitor suddenly acquiring a major other player in
an industry.
Obviously, preventing both things to happen is impossible. Preventing
these types of competitor actions to become surprises requires different data
collection and analysis processes. Below the focus will be on preventing
major so strategic competitor moves to become strategic surprises.
In surprises, two actors play a role. The party that surprises and the party
that is being surprised. Below we take the perspective of the party that surprises its adversary (for business read: competitor).

ATTRIBUTES OF A GOOD SURPRISE ARE SECRECY,
IMAGINATION AND INNOVATION
The first requirement for a successful surprise is that the actor for whom the
surprise is intended notices the surprise – and does so when it is too late.
Hence, to prevent an adversary to get foreknowledge, as so often in good
strategy, secrecy is an essential requirement.
A second attribute of surprise is originality. A surprise should be of such
a nature that the adversary could not imagine the surprising party would be
able or willing to deliver it. This leads to a third attribute of a good surprise.
In a good surprise an innovative element is essential.
The best surprises in general history have been those were the other party
had never imagined the perpetrator to be able to deliver his surprise at that
time and of that nature. Consider the ancient military leader Hannibal.
Hannibal’s successful Italian campaign (218-217 B.C.) offers a good example of a successful surprise move2. In this campaign he attacked an unprepared enemy at an unanticipated location by crossing the Alps from North
to South with elephants. Nobody in Rome anticipated either Hannibal or
his elephants of being able to cross mountains, let alone to actually cross the
Alps2:
“Normal soldiers always prefer the known to the unknown. Hannibal was
an abnormal general and hence, like other Great Captains, chose to face
the most hazardous conditions rather than the certainty of meeting his
opponents in a position of their own choosing.”
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Surprises, quite like deceptions, seem to play on the golden rule that people cannot be deceived; they can only deceive themselves. As long as people
cherish their own beliefs they refuse to believe possible future things actually
can happen. Hence failing to imagine or to tolerate the thought what will
happen next, they must subsequently handle the surprise when the things
do happen anyway.

SURPRISES STILL HAPPEN WHEN SOME CUES OF WHAT
COMES ARE PRESENT
Take Adolf Hitler’s infamous book Mein Kampf. The book was first published 1925/26. Hitler’s intent was 100% ‘Open Source Intelligence’. It
pointed forward at:
• The rearmament of Germany regardless of the Versailles 1918 Treaty.
• The need for war against France
• The need for an alliance with Italy
• The need for a Russian campaign
• The hatred and planned persecution of the Jewish people
It was all there, for all allied parties to see... By 1939, over 500,000 copies of Mein Kampf had reportedly been sold in English translation. Still,
Hitler’s attacks were perceived as surprises. The allied politicians in the late
1930s were surely aware of the rebuilt competencies of Hitler’s armed forces.
However, they refused to accept the fact that Hitler meant what he wrote.
That it wasn’t bluff. That Germany, after the devastating loss of life in the
Great War was by 1939 indeed prepared to risk (and as history would show:
waste) another generation of its young men. The allies and some neutrals
like the Dutch just couldn’t imagine it. Due to failing to grasp Hitler’s intent
by lacking imaginativeness, German armed attacks did come as surprise.
What is true for the fact that Hitler did attack is just as true for the innovative, surprise nature of the attacks itself. The deployment of coordinated
attacks of self-propelled artillery with air power, now commonly known as
Blitzkrieg, was also perceived as a surprise.
The architect of the Blitzkrieg was General Heinz Guderian. Guderian
was a German Tank Division commander in the Polish, French and Russian
Campaigns. His Blitzkrieg initiatives overwhelmed the various allied armies
by surprise, even when in the French campaign, the allies had more tanks. In
contrast to what one would expect, the Blitzkrieg doctrine wasn’t the most
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tightly held secret of the Wehrmacht. In 1937, so two years before the Polish
campaign was launched, Guderian published the book Achtung Panzer!3. It
is inconceivable that the allied command had not picked up the book. It
failed, however, to act upon it.
The key word Blitz (i.e. lightning) has an element of the inevitability of
surprise in it. This word has forever framed these German campaigns which
by objective standards should be considered military successes. If only the
various allied high commands had imagined that Hitler would turn Guderian’s innovative doctrine into action...
Surprises do not only happen in distant history. Now consider being the
government of the world’s largest economy. Consider the world’s largest and
best equipped intelligence community. Subsequently, consider 9/11 (which
we discuss in more detail below). Before doing so, I would like to share a
further insight on surprises to complete setting the scene. History seems to
suggest that the best surprises can actually be repeated…

A PARADOX: THE BEST STRATEGIC SURPRISES ARE
REPEATABLE
A repeatable surprise sounds like a paradox. How can you repeat an innovative, imaginative and secretive move? By repeating it, the originality
be definition is lost, or so you would expect. Some historic evidence that
I will show below, however, tends to support a different conclusion. The
examples that I show below tend to suggest that strategies that at the time
of execution resulted in strategic surprises can later again be executed successfully. Strangest of all, the second execution will again be surprising the
adversary. History as so often shows that mankind does not always learn
from history…
For the first example we go to the Far East. In 1904 Japan started a war
against Russia. Based on correct intelligence Japan perceived that Russia
aimed to further expand its territory in the Far East. The Japanese decided
not to await Czarist Russian armies to land on Japanese beaches. The London Times commented4:
“The Japanese Navy has opened the war by an act of daring which is
destined to take a place of honor in naval annals. On Monday night
February 8th, Japanese torpedo-boats surprised the Russian Squadron in
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the outer roadstead at Port Arthur, and delivered their attack with such
good effect that two of the best battleships in the Russian Squadron and a
cruiser were disabled.”
Replace Feb. 8, 1904 with Dec. 7, 1941 and Port Arthur by Pearl Harbor. A remarkable pattern emerges. In both years, Japan felt threatened. In
1904, Japan anticipated all-too-real Russian attack plans. In 1941 it was
pushed into almost colonial submission by a severe economic boycott that
strangled its economy. The logic, admittedly with the benefit of hindsight,
is evident. Still, the 1941 strategic surprise attack was as devastating if not
more devastating than the 1904 one. The odds in both cases were strongly
against Japan. The outcome, however, was different. The 1904 victory established Japan once and for all as the only Asian power that could defeat Western colonial powers. It gave a broader rise to a tremendous surge in Asian
self-esteem, not only in Japan but for example also in the Dutch East-Indies.
The 1941 victory was militarily successful but triggered a war that Japan
could not win.
For the second example we return to the Blitzkrieg. The Blitzkrieg surprise worked with devastating consequences in Poland and later again in
France and again in the Russian campaign of 1941. Just as the naval power
Japan could twice deliver an innovative, surprising and tremendously effective naval surprise attack, so did almost land-locked Germany three times
in a row deliver the same style cavalry-air force-infantry repeatable surprise.
I believe we have now seen enough evidence of strong intelligence efforts
not having been able to prevent surprises. Even worse, we see that the best
surprises are so smart as to be repeatable. Hence the question, what then
makes negative surprises so difficult to predict?

IMAGINING THE FUTURE IS A SYNTHETIC PROCESS, NOT AN
ANALYSIS
9/11 is a classic example of a surprise. Before the attacks on 9/11, 2001
struck, the following facts were available:
• Al Queda had publicly stated that the West, in particular the US, was
a preferred target.
• Al Queda had the competencies to launch and execute major terrorist
attacks. Evidence for this included the attack on the USS Cole that
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took place Oct 12, 2000, for which Al Queda claimed responsibility.
• Al Queda had the proclaimed intent to hit hard to make their point.
Even though their rhetoric was strong, there was after the bombings
of US embassies in Africa in the late 1990s no question that the Al
Queda strategy was to turn rhetoric into action.
• Passenger airplanes had traditionally been both vulnerable and highly
visible targets of terrorist groups. In the 1970s several aircraft hijackings occurred, amongst others carried out by the also Middle Eastbased PLO.
• Suicide attacks have in history been occurring in multiple conflicts.
Especially in the Israeli-Palestinian conflict in the 1990s militants
had deployed this instrument of violence regularly.
• Suicide attacks deploying aircraft, the so-called kamikaze pilots, were
a known (desperate) Japanese battle tactic during World War II – the
only tactic the US Navy had not imagined in advance in its preparatory wargames (an element of repeatability in the 9/11 surprise).
The above list ignores the soft and indirect evidence that students with a
Middle East background at a flying school in the US were not interested to
learn how to land a wide-body aircraft…
Al Queda’s succeeded in delivering a surprise by capitalizing on all three
attributes of an effective surprise. It secretly innovated an act that was hard
to imagine. Al Queda created a new class of terror, combining features of
existing terror instruments into a new proposition of violence:
• Recruit hijackers that are willing to do suicide attacks
• Train these hijackers to be pilots
• Hijack civil aircraft
• As hijackers take over control of the planes to operate them in kamikaze mode as flying improvised explosive devices.
Later the US intelligence community has been blamed for not having
connected the dots of this innovation in advance. Analysts however, selected
for their analytic capabilities, may not always be best suited best for imagining innovations5:
“Intelligence […] can prevent surprise (or at least reduce the risk, rate and
severity of surprise) only if it can anticipate the innovative, asymmetric,
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and often devious gambits an adversary may employ. This requires a very
wide span of peripheral vision that can imagine not just conventional
contingencies but also plausible unprecedented ones as well – hypotheses
and alternative scenarios. This breadth of imagination is a synthetic rather
than an analytic function. It is what enables ‘to ask the right questions’ in
the first place.”
It seems that all of the above examples show that the surprises didn’t occur
because early warning signals weren’t available. They happened because the
warning signals were not accepted for what they told or because the signals
fell between the cracks. This resulted in the surprises itself that had to be
faced – at great cost. In conclusion: surprises emerged not because there
were no signals or because the signals were entirely missed but because the
signals were misinterpreted, ignored or lost in the noise. In addition, surprises are facilitated by observers that do not want to see or only accept what
they see when it confirms their own existing views.
By implication: a strategic analysis department should not only want to
look with enough resources but especially it should want to look for surprises where nobody else in the organization expects them, as that after all
imaginativeness and innovation remain key attributes of surprise. When the
analyst sees a signal he should read it correctly and not only accept it when
it confirms his current views.
Strategic analysis departments are therefore well advised to deploy special
tools like wargames with multi-disciplinary participants to realize a synthesizing and creative mode of thinking to stimulate the imagination. Such
departments try to innovate by taking a xenocentric view of the adversary.
Next to taking the adversary’s view and through imaginative tools create an
outline of the adversary’s plans, there are other ways in business to reduce
the occurrence of unwelcome surprises. A more recent way involves social
media analysis.

SOCIAL MEDIA ANALYTICS MAY PROVIDE EARLY WARNING
SIGNALS FOR SURPRISES
Social media analytics form another upcoming instrument of early warning
that may in the future prevent companies from consumer or society-based
trend surprises. Davenport describes that best-in-class companies operate
social media analytics to generate fast-breaking sentiment intelligence about
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products, brands and companies6. Collecting such (big) data is already today
based on mature technology. Translating data into insights is getting more
and more sophisticated. What is still in its infancy is turning the permanent
in-flow of data and increasingly insights into prescriptions for optimal management action. At this moment, social media analytics only point to a need
for action as such. They do not yet pro-actively and based on machine-learning algorithms indicate what action is most appropriate. This technology,
however, is moving fast. The final step towards an automated turning of
intelligence into action proposals or even into script-based execution will
probably follow soon. How can you in your company lead that way?

WHEN TWO AND TWO EQUALS THIRTY-SIX

firm knows and has to know. The unknown or better unfamiliar adversaries
are less easy to identify and monitor. Doing so requires more imagination.
Strategic analysis requires to develop the competence and to apply the right
tools to truly imagine the perspective of the adversary that may wish to surprise before it does so.

********** THE MORAL **********
Where imagination fails, surprises are repeatable

THE HOLY GRAIL TO FORECAST COMPETITOR MOVES IS TO
TAKE THEIR PERSPECTIVE
It is not only in the world of Governments, also in the world of business that
old adversaries may deliver surprises or new adversaries with fundamentally different business models deliver surprises. In both cases, surprises may
strongly affect firm’s abilities to sustainably deliver shareholder value. Jack
Welch at that time the revered CEO of industrial giant GE, addressed this
phenomenon when during the year-2000 internet bubble, investors started
to question GE’s readiness for the new internet age7.
“Seeing reality today means accepting the fact that e-Business is here. It’s
not coming. It’s not the thing of the future. It’s here. […] One cannot be
tentative about this. Excuses like channel conflict, or “marketing and sales
aren’t ready,” or “the customers aren’t prepared” cannot be allowed to divert
or paralyze the offensive. […] Tentativeness in action can mean being cut
out of markets, perhaps not by traditional competitors but by companies
never heard of 24 months ago”.
In other words, surprise prevention consists both of permanently watching for the known and the unknown adversaries. Watching alone as was
pointed out above, is not enough. The aim should be both to know their
competencies, to read their intent and to forecast their moves.
Known adversaries of course need to be monitored in detail. Established competitors usually have strategies that are quite comparable with
their peers. These are the devils that a strategic analysis department in a
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DEFINITIONS AND ATTRIBUTES OF INTELLIGENCE

The essence of intelligence is secrecy1,2.
Intelligence consists mainly of workaday routine and, with luck, rare successes3.

Reduced to its simplest terms, intelligence is knowledge and foreknowledge
of the world around us – the prelude to decision and action by US policymakers4,5.
[Intelligence is] Information and knowledge about an adversary obtained
through observation, investigation, analysis or understanding.

Intelligence is the product resulting from the processing of information concerning foreign nations, hostile or potentially hostile forces or elements, or
areas of actual or potential operations. The term is also applied to the activity that results in the product and to the organizations engaged in such
activity6,7.

The work of an intelligence service consists of creating giant mosaics on the
basis of the most futile elements, each of which may by itself be trivial but in
combination with thousands of other fragments get a meaning8.

Stubbornly persevered, tedious routine work is the basis of all intelligence
work we were looking for a needle in a haystack and thus we collected haystacks9,10.

Vast stretches of this [intelligence] work were very boring11.
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In intelligence, you must take bits and pieces and analyze them in the context of the pressures and constraints the various actors face. You know what
you don’t know, but you still must build a picture of the world based on incomplete data. At a certain point, you become confident in your intelligence
and analysis and lock it into […] a net assessment12,13.

Intelligence is of little use, unless it leads to action14.

APPENDICES

[The work of an agent is] on the whole extremely monotonous, [much of it
being] uncommonly useless25,26.
Intelligence is only as good as the use to which it is put27,28.

Intelligence is knowledge and foreknowledge of the world around us that
allows civilian leaders and military commanders to consider alternative options and outcomes in making decisions29,30.

Intelligence allows ‘to read tomorrow’s papers today’15.

Military Intelligence is not, in fact, the spectacular service of the common
imagining, but a much more prosaic affair, dependent on an efficient machinery for collecting and evaluating every sort of item of information – machinery that extends from the frontline right back to Supreme Headquarters. When the mass of information has been collected, the art is to sift the
wheat from the chaff, and then to lay before the Commander a short clear
statement16,17.

Intelligence is secret state activity to understand or influence foreign or domestic entities18,19.

Intelligence is a profession of cognition20.

[ Intelligence has as ] purpose to inform and narrow the range of uncertainty
within which a decision must be made… and keep policy within reasonable
bounds21,22.

Intelligence deals with all the things which should be known in advance of
initiating a course of action29,31.

Intelligence wins wars32.

The professional skill of intelligence is the exploitation of human weakness33.

Intelligence is a service34.

Intelligence is knowledge that is deemed critical for most decision-making
both in the nation-state and in business35,36.

Intelligence is the result of a rigorous process that provides the decision-maker in all domains with knowledge and foreknowledge on priority issues36.

If it were a fact, it wouldn’t be intelligence37,38.
All intelligence about the enemy, whether collected by secret means or by
open field intelligence, should be based on the old dictum that “Intelligence
is the mainspring of Action”23,24.
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